Introduction
Let Z be the ring of integers, F 2 n be the extension field of degree n over F 2 , the prime field of characteristic 2, F * 2 n = F 2 n \ {0}, and for m, t ∈ Z + (positive integers), let F m 2 t = {(x 1 , x 2 , . . . , x m ) : x i ∈ F 2 t , 1 ≤ i ≤ m} be the vector space of dimension m over F 2 t . It is customary for the extension field F 2 mt to be identified with F m 2 t as F 2 tvector spaces and used, interchangeably, where the context allows it. A function from F 2 n to F 2 is said to be a Boolean function in n variables. The set of all Boolean functions in n variables is denoted by B n . The univariate representation of any function f ∈ B n is f (x) = j∈Γ(n)
where Γ(n) is the set of cyclotomic coset leaders modulo 2 n − 1, n j is the size of the cyclotomic class containing j, α j ∈ F 2 n j , ε = x∈F 2 n f (x) (mod 2), and Tr k 1 (x) = x + x 2 + x 2 2 + · · · + x 2 k−1 , k ∈ Z + , is the trace function. For every j ∈ Z/(2 n − 1)Z, we can write j = s∈E 2 s where E ⊆ {0, 1 . . . , n − 1}. The cardinality of E, denoted by |E|, is referred to as the 2-weight of j and written as w 2 (j). The support of f ∈ B n is supp(f ) = {x ∈ F 2 n : f (x) = 0}, whose cardinality wt(f ) = |supp(f )| is the (Hamming) weight of f . The (Hamming) distance between any two Boolean functions f, g ∈ B n , denoted by d(f, g), is the number of input values at which the outputs of f and g disagree, i.e., the cardinality of {x : f (x) = g(x), x ∈ F 2 n }.
The algebraic degree of f is defined by deg(f ) = max j∈Γ(n) {w 2 (j) : α j = 0}. Boolean functions with algebraic degree at most 1 are said to be affine functions. Precisely, an affine function ϕ a,ε : F 2 n → F 2 is of the form ϕ a,ε (x) = Tr n 1 (ax) + ε, for all x ∈ F 2 n , where a ∈ F 2 n , ε ∈ F 2 (if ε = 0, then ϕ a,0 is a linear function). Suppose n = mt, where m, t ∈ Z + , and f : F m 2 t → F 2 . Then the m-variate representation of f is f (x 1 , . . . , x m ) = Tr 
where g(x 1 , . . . , x m ) ∈ F 2 t [x 1 , . . . , x m ]. In this paper we will mostly use bivariate representations of Boolean functions.
The multiset [W f (a) : a ∈ F 2 n ] is said to be the Walsh-Hadamard spectrum of f . In the bivariate case, where f :
for all (a, b) ∈ F 2 2 t . It is known that the nonlinearity of f ∈ B n can be expressed in terms of the Walsh-Hadamard coefficients as
(the upper bound is a direct consequence of Parseval's identity a∈F 2 n W 2 f (a) = 2 2n ). It is known [8] that the upper bound is tight if n ∈ Z + is even, and achieved by bent functions (first studied by Rothaus [15] and Dillon [9] ), which are functions f for which nl(f ) = 2 n−1 − 2 n 2 −1 . Also, f is bent if and only if W f (x) = ±2 n 2 , for all x ∈ F 2 n , if and only if x∈F 2 n (−1) f (x)+f (x+a) = 0, for all a ∈ F * 2 n .
Maiorana-McFarland bent functions
Suppose n = 2t where t ∈ Z + . Any permutation π :
The algebraic degree of π is deg(π) := max{w 2 (j) : α j = 0}. Rothaus [15] proved that any function of the form
where g ∈ B t , is bent. These bent functions are said to be Maiorana-McFarland bent functions and their set is denoted by M. In this paper we assume g to be identically zero. For f ∈ M with g = 0 the algebraic degree is deg(f ) = deg(π) + 1. MaioranaMcFarland construction provides a natural connection between permutations over finite fields and functions in M. Permutations having algebraic degree 1 are said to be linearized permutations. Each linearized permutation on F 2 t generates a quadratic function in M.
Suppose that gcd(t, i) = e, with t e an odd positive integer, and α ∈ F 2 t such that α = ζ m(2 e −1) for any m ∈ Z and any primitive element ζ of F 2 t . Blokhuis et al. [1] mention that σ j , j ∈ {1, 2, 3}, listed below are linearized permutations on F 2 t .
Some other linearized polynomials over F 2 t which will be used in the paper are as follows:
Observe that the linearized function σ 4 (y) = 0 if and only if y = 0 or
If
= 1, since e | i, which implies α Each function f (x, y) = Tr t 1 (xσ j (y)), 1 ≤ j ≤ 8, is a quadratic bent in M. Moreover, the following two quadratic permutations were constructed by Blockhuis et al. [1] :
where t = k , k is an odd integer and > 1 is any positive integer (discussed later in details in Section 2.1) on the parameter α. In this paper, we use the functions of the form f j (x, y) = Tr t 1 (xπ j (y)), 1 ≤ j ≤ 2 as a source of cubic bent functions and consider their differential properties.
Preliminary results
Recall the following well known facts from elementary number theory, which we use frequently in this paper. Suppose that ax ≡ b (mod n) where a, b, n ∈ Z and d = gcd(a, n). Then (a) if a = ζ s(2 e +1) for some s, then there are 2 2e solutions to the equation.
(b) if a = ζ s(2 e +1) for any s, then there exists one solution only, namely x = 0.
Affine equivalence
The general linear group of degree n over F 2 , denoted by GL(n, F 2 ), is the group of invertible linear transformations acting on F 2 n . For any A ∈ GL(n, F 2 ) and x ∈ F 2 n we denote the action of A on x by x → xA. The affine general linear group, AGL(n, F 2 ), is the set of all transformations of the form x → xA + b where b ∈ F 2 n . This group can be thought of as the semidirect product GL(n, F 2 ) F 2 n , but we will not need that here.
Definition 2. Two Boolean functions f, g ∈ B n are said to be affine equivalent if there
For Boolean functions used as cryptographic primitives the notion of equivalence is further generalized as follows.
Definition 3. Two Boolean functions f, g ∈ B n are said to be extended affine equivalent
If two Boolean functions f, g ∈ B n have different algebraic degrees then they are EA-inequivalent. Therefore, the algebraic degree serves as an EA-invariant. The multiset consisting of absolute values of Walsh-Hadamard transforms of a function f is said to be its absolute Walsh-Hadamard spectrum. If the absolute Walsh-Hadamard spectra of two Boolean functions are different, which is possible even if their algebraic degrees are the same, then we know that they are EA-inequivalent. Thus, the absolute Walsh-Hadamard spectrum serves as a more sophisticated EA-invariant. In fact, the autocorrelation spectrum which is another invariant is also connected to the WalshHadamard spectrum. For bent functions the absolute Walsh-Hadamard spectrum is unique and flat, set to 2 n 2 where n is the number of variables. For this reason the invariants dependent on Walsh-Hadamard spectra are unable to decide EA-inequivalence of bent functions. In this paper, we use a second-derivative based invariant to distinguish between the classes of cubic bent functions in M which have no affine derivative.
Derivatives and affine inequivalence
The problem of deciding EA-inequivalence is completely solved for Boolean functions having algebraic degrees at most 2, that is, for affine and quadratic Boolean functions. We refer to MacWilliams and Sloane [14, Chapter 15] for detailed discussion on quadratic Boolean functions including their affine inequivalence. In the absence of a general theory for functions having algebraic degree three and above we address the problem by considering derivatives of these functions.
Definition 4. The derivative of f ∈ B n with respect to an m-dimensional F 2 -subspace V of F 2 n , or the mth-(order) derivative, is the function
The algebraic degree to
where a ∈ V \ {0}, which is usually denoted by D a f (x). If V is a 2-dimensional subspace of F 2 n we choose any pair of distinct elements a, b ∈ V \ {0} and write
for all x ∈ F 2 n . Obviously the choice of (a, b) does not change the function D V f .
Dillon [9] proposed proving inequivalence of Boolean functions by considering their mth-order derivatives over all distinct m-dimensional subspaces of F 2 n .
Theorem 5 ([9, Theorem 2.1]). For any function f ∈ B n let D k (f ) denote the multiset of all k-dimensional derivatives of f . If f, g ∈ B n are affinely equivalent, then so are
Dillon proved the following corollary to Theorem 5.
Corollary 6. If P is any affine invariant for B n , then f −→ P{D n (f )} is also an affine invariant for B n .
Derivatives have been used for this purpose by Carlet [4] and, Canteaut and Charpin [2] . Second derivatives have been used by Gangopadhyay [11] extensively to demonstrate affine inequivalence between cubic bent function in M which are in many ways similar to each other. The technique can be summarized as follows:
1. For f ∈ B n , construct the set
2. Construct the frequency distribution of the weights in S f . We refer to S f as the second-derivative weight distribution of f .
3. For any two f, g ∈ B n , if the second-derivative weight distributions of f and g are different then f and g are affine inequivalent.
A problem proposed by Hou
Hou [12] proposed the problem of finding values of n for which there exist n-variable cubic bent functions having no affine derivative. Canteaut and Charpin [2, Lemma 1] considered the cubic bent functions of the form f (x, y) = Tr t 1 (xy 2 i +1 ) and proved that they have no affine derivative. Using this result they constructed an infinite family of cubic bent functions. Gangopadhyay [11] identified subclasses of inequivalent bent functions within this class, by using an invariant proposed by Dillon [9] .
Using this result, Gangopadhyay [11, Corollary 5] proved that if gcd(t, i) = gcd(t, j) then f i and f j are not affine equivalent. In this paper our goal is not only to identify some more classes of cubic bent functions in M having no affine derivative but also to prove affine inequivalence between the classes of functions so obtained. We use Theorem 7 almost exclusively for that purpose.
Motivation
Boolean functions are used in many cryptosystems. For example, in some LFSR based stream ciphers, a Boolean function is used to combine the outputs of several LFSRs. To design a secure cryptosystem, it is required that the output of the Boolean function should not be correlated with a subset of input variables, and thus, to resist correlation attacks [16] , the concept of resiliency of a Boolean function was invented. In In the recent past some new cryptographic properties have been proposed which are relevant particularly when functions depending on a small number of variables are used as cryptographic primitives. One such property is the second-order nonlinearity of a Boolean function [5] , that is, the Hamming distance of the function from the set of quadratic Boolean functions. The experimental evidences [10, Section 3] suggest that cubic bent functions having no affine derivative might be possessing higher second-order derivatives than the rest.
Thus, Boolean functions that do or do not posses affine derivative are important from a cryptographic perspective. In this paper we show that the functions of the form f j (x, y) = Tr t 1 (xπ j (y)), 1 ≤ j ≤ 2, where π j 's are defined by (9), do not have affine derivative and they are mutually affine inequivalent.
Our analysis shows that there exist quite a few affine inequivalent classes of cubic bent function in M having no affine derivative. Primary research direction ought to be towards finding out such bent functions outside M and evaluating the significance of those functions in cryptography and coding theory.
Cubic bent functions in M
Two subclasses of cubic bent functions in M are constructed by using the permutations in (9) . We show that the functions in each of these classes have no affine derivative. We prove that the functions in the different subclasses are affine inequivalent by considering their second-derivative weight distributions. Thus we extend the number of known cubic bent functions in M with no affine derivative.
2.1 Subclass associated to π 1 (y) = y 2 i +1 + αy
Let n = 2t, t ≥ 3 and ζ be a primitive element of F 2 t . Blokhuis et al. [1] proved that the function π 1 : F 2 t → F 2 t defined by
for all y ∈ F 2 t , where i ∈ Z such that 1 ≤ i < t is a permutation if the following conditions are satisfied:
1. gcd(i, t) = e and t e is odd;
2. α = ζ s(2 e −1) , for any s ∈ Z.
Lemma 8. Under the above conditions, the cubic Maiorana-McFarland bent function
does not possess any affine derivative.
Proof. Let a, b ∈ F 2 t . Then the first derivative of y) is a quadratic function. If a = 0 and b = 0, then
is an affine function if and only if p(y) = y 2 i b + yb 2 i + αy 2 t−i b + αyb 2 t−i is constant for all y ∈ F 2 t . Since p(0) = 0, then (simplifying by y above) y 2 i −1 + b 2 i −1 + αy 2 t−i −1 + αb 2 t−i −1 = 0, for all y ∈ F * 2 t . For y = 1, we get b 2 i −1 + αb 2 t−i −1 = 1 + α, which renders
If α = 0, then the solution space of (12) is F 2 e . If α = 0, we know that for y ∈ F 2 e , then y 2 i −1 = 1 = y 2 t−i −1 , since e = gcd(i, t). Therefore (12) is identically zero. Otherwise,
2 e −1 = 1. This is a contradiction, since α 2 t −1 2 e −1 = 1 (otherwise, the condition α = ζ s(2 e −1) would be violated). Thus equation (12) does not hold for all y ∈ F 2 t . Therefore, D (0,b) f i is not an affine function, and our lemma is shown.
Theorem 9. The number of distinct 2-dimensional subspaces corresponding to constant second-derivatives of f i is
Thus, with respect to any 2-dimensional subspace of F 2 t × {0} the second order derivative of f i is 0. Therefore the number of 2-dimensional subspaces such that D V f i is constant, is equal to
is constant if and only if (ad) 2 t−i + ad 2 i + (αad) 2 i + αad 2 t−i = 0, and so,
which can be writen as h 2 i d 2 2i + hd = 0, where h = a + (αa) 2 i . Thus, h = 0 as a = 0. Then, by Theorem 1, the above equation has 2 e − 1 nonzero solutions for d in F 2 t . Therefore, for any nonzero a ∈ F 2 t , it is possible to choose d in 2 e − 1 ways, a can be chosen in 2 t − 1 ways and c in 2 t ways, since the subspace generated by {(a, 0), (c, d)} is equal to the subspace generated by {(a, 0), (a + c, d)}. Therefore the total number of 2-dimensional subspaces such that the second derivative of f i is constant, is equal to (2 t − 1)2 t−1 (2 e − 1). 
is constant if and only if
From (14), we have
,
Then the above equation can be written as z 2 i + α 2 i z = 0, which has the only solution z = 0, that is,
and so,
Since b = d, for any nonzero b, there exist a nonzero λ ∈ F 2 e with λ = 1 such that d = λb. Thus, d can be chosen in 2 e − 2 ways and b in 2 t − 1 ways. Further, from equation (13), we have
for all y ∈ F 2 t if and only if the following (equivalent) statements hold
Therefore, we infer that either w = 0 or (αb) 2 2i
which can be transformed into
, since the only solution of α 2 i w 2 i + w = 0 is w = 0 due to σ 6 (y),
and thus
Since the homogeneous part of the above equation is a linear equation which has a unique solution w = 0, then the equation (16) has a unique solution in F 2 t for each λ ∈ F 2 e . Thus w can be chosen in 2 e ways (including w = 0). For fixed a and b, c can be chosen in 2 e ways. Therefore, a can be chosen in 2 t ways, b in 2 t − 1 ways, d in 2 e − 2 ways and c in 2 e ways. Each 2-dimensional subspace generated by a pair of vectors (a, b) and (c, d) satisfying the above conditions, contains altogether 6 distinct bases satisfying these conditions. Therefore, the total number of distinct two dimensional subspaces with bases of this type is 2 t+e (2 t −1)(2 e −2) 6
. Adding the counts from the above three cases we obtain the total count
, and the theorem is shown.
Remark 10. If α = 0, then the cubic Maiorana-McFarland bent function, defined as in equation (11) is f i (x, y) = T r t 1 (xy 2 i +1 ), for all (x, y) ∈ F 2 t × F 2 t . From Theorem 7, we have the number of constant functions among the second order derivative of f i is
2.2 The subclass associated to π 2 (y) = y(Tr t (y) + αy)
We next consider a class of permutation polynomials constructed by Blokhuis [1] and referred to by Laigle-Chapuy [13] .
, [13] Theorem 2). Let t = k , where k be an odd and > 1 be any positive integer. Then the following polynomial is a bilinear permutation over F 2 t of the form π(x) = x(Tr t (x) + αx),
Using this class of permutations we construct a class of cubic Maiorana-McFarland bent functions. Let t = k , where k be an odd and > 1 be any positive integer. A function g :
is a cubic Maiorana-McFarland bent. We prove that if k > 1, then the functions g belonging to this class do not have any affine derivative. 
Equation (22) has a solution if and only if aβ + c ∈ F 2 , so, c = aβ + β 1 , where β 1 ∈ F 2 . Then for any fixed a, c can be chosen in 2 ways. Therefore the number of such 2-dimensional distinct subspaces is 2 t+ (2 t −1)(2 −1 −1) 3
. Adding all the cases we get our count.
In what follows we demonstrate affine inequivalence among the cubic bent functions constructed above. To do this we use Theorem 7 proved in [11] . However, it is to be remembered that the use of the properties of higher-order derivatives to decide affine inequivalence between bent function was introduced by Dillon [9] way back in the seventies.
Remark 15. Let n = 2t be a fixed positive integer. In Theorem 14, we proved that the number of 2-dimensional subspaces with respect to which the second-order derivatives of g are constants depends on . Thus, for any fixed n, for different choices of the number of distinct 2-dimensional subspaces to constant second derivatives of the corresponding functions are different. Therefore, for any fixed n, for different choices of the corresponding cubic Maiorana-McFarland bent functions are affine inequivalent.
Example 16. Let n = 30. Then t = 15 and possible values of are 3, 5, and 15. If = 15, then k = 1 and, the bent function corresponding to = 15 has an affine derivative. Also from Table 1 , we get the cubic bent functions corresponding to = 3, = 5 and = 15 are mutually affine inequivalent.
Let n = 2t, and n 1 (e) and n 2 ( ) be the number of 2-dimensional subspaces of F 2 t × F 2 t on which the second-derivatives of f i and g (defined as in (11) and (17), respectively) are constants. Then n 1 (e) = (2 t − 1)(2 t+e−1 (2 e + 1) − (2 t + 1)) 3
and n 2 ( ) = (2 t − 1)(2 t+ (2 −1 − 1) + 2 t−1 − 1) + 2 2t− (2 t− − 1)(2 t− −1 − 1) 3 + 2 t−1 ((2 − 1)(2 t − 1) + (2 t − 2 )(2 t−2 − 1)).
Lemma 17. If ≥ e, then n 2 ( ) > n 1 (e), where n 1 (e) and n 2 ( ) are defined as in (23) and (24), respectively.
